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Abstract 

In the digital age, data has become an integral part of national security, and the issue of data sovereignty is increasingly b

ecoming a global focus. The intensiǜcation of global data ǟow and the rapid development of information technology prese

nt numerous challenges for countries in protecting their data, ensuring national security, and safeguarding economic inter

ests. The maintenance of data sovereignty has become a part of international geopolitical competition. In response to these

 challenges, countries must strengthen their data governance frameworks, establish stringent data protection regulations,

 and promote international cooperation and coordination to ensure the security and controllability of data ǟow. This articl

e analyzes the relationship between data sovereignty and national security in the digital age, explores the main dilemmas i

n data governance, and proposes pathways such as strengthening laws, technology, and international collaboration to enh

ance national security competitiveness in the global digital economy. 
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1. Introduction 

The rapid advancement of information technology, 

coupled with the emergence of the digital economy, has 

rendered data an essential resource for the economic and 

social development of nations. Furthermore, data has 

assumed a pivotal role within the framework of global 

governance. Data signiǜcantly inǟuences national 

governance models as well as a multitude of other factors, 

including economic growth, technological competition, 

national security, and the safeguarding of personal privacy. 

Data sovereignty is emerging as a signiǜcant focus for 

governments globally, particularly in response to the rapid 

advancements in technologies such as big data, artiǜcial 

intelligence, cloud computing, and blockchain. Digital 

governance has entered a new stage of globalization, 

presenting a dual challenge of both opportunities and risks, 

while also reǟecting the intertwining of order and freedom 

(Yao & Wang, 2025). Countries are increasingly enacting 

data protection laws and strengthening data governance to 

safeguard national security and economic competitiveness. 

However, the contradiction between the global trend of 

data ǟow and the territorial nature of national sovereignty 

has made the issue of data sovereignty a major challenge 

for national governance in the digital age. 

Data sovereignty, based on the inherent powers of 

sovereign states, represents the highest authority of a state 

in the realm of data, characterized by core features such as 

independence, autonomy, and exclusivity (Wu, 2016). 

Countries strengthen their control over data by enacting 

data protection laws, establishing regulatory authorities, 

and reinforcing data localization requirements, thereby 

forming various models of data governance. Major global 

economies such as the United States, the European Union, 

and Russia have implemented legal frameworks governing 

cross-border data ǟows, data protection regulations, and 

relevant multilateral and bilateral economic cooperation 

agreements (Wan & Ma, 2025). To address the security 

risks associated with cross-border data ǟows, China has 

implemented a series of domestic laws and regulations to 

strengthen data ǟow control, including the Cybersecurity 

Law, Data Security Law, Personal Information Protection 

Law, Measures for Security Assessment of Data Exports, 

and Standard Contracts for Cross-Border Data Transfers. 

Moreover, under the framework of multilateral economic 

and trade cooperation, China actively promotes the 

development of a data governance system. Through its 

participation in international agreements such as the 

Regional Comprehensive Economic Partnership (RCEP), 

the Comprehensive and Progressive Agreement for Trans-

Paciǜc Partnership (CPTPP), and the Digital Economy 

Partnership Agreement (DEPA), China has developed a 

management framework centered on data localization. 

This framework extends the traditional standards of 

sovereignty into the domain of cyberspace governance, 

clearly deǜning cyber sovereignty as an extension of 

national sovereignty in the digital sphere (Zhou, 2025). 

Consequently, China is establishing a national regulatory 

system for critical information data. 

Against the backdrop of the development of the global 

digital economy and large-scale cross-border data ǟows, 

data governance has become a key issue in the legislative 

systems and administrative regulatory frameworks of 

various countries (Sun, 2023). The global competition for 

data sovereignty is escalating, underscoring the tension 

between the increasing ǟow of data across borders and the 

inherently territorial nature of national sovereignty. Data 

functions as an intangible asset that frequently traverses 

international borders, engaging the legal systems of 

numerous countries and regions (Chai & Wang, 2024). This 

phenomenon presents considerable coordination 

challenges for national data regulations. Differences in 

national or regional stances on data governance have 

elevated the issue of data sovereignty beyond the scope of 

domestic governance. Countries need to protect their data 

sovereignty while also ǜnding a balance between national 

security, personal privacy protection, and international 

data cooperation. Moreover, the lack of uniform 
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international data governance rules may lead to data 

fragmentation, exacerbating barriers to global digital 

economic development and impacting global trade and 

technological collaboration. Future efforts in data 

governance must extend beyond the mere enhancement of 

domestic legal frameworks. It is imperative to promote 

international coordination of data regulations and to 

establish a more equitable and transparent global data 

governance system. Such measures are essential for 

effectively addressing the complex challenges associated 

with data sovereignty. 

 

2. Relevance of Data Sovereignty to Natio

nal Security 

2.1 The importance of data sovereignty 

Data sovereignty is crucial for safeguarding national 

information security and strategic interests. Data not 

only reǟects commercial value, but also has a direct 

impact on national security and social stability. Its i

mportance is mainly reǟected in the following aspect

s: 

First, the extension of information security and nati

onal sovereignty. Information security has become on

e of the core elements of the national security syste

m as the digitalisation process accelerates in modern 

society. Data collected from the government, business

es, and various sectors of society encompasses crucia

l aspects such as citizen privacy, national economic 

operations, public safety, and infrastructure managem

ent. If this data is controlled by external entities, pa

rticularly foreign governments or multinational corpo

rations, it could pose a signiǜcant threat to the cou

ntry's sovereignty, economic independence, and social

 stability. 

Taking the US CLOUD Act as an example, the Act 

establishes a cross-border data governance framework

 and enshrines in law the principle of extraterritorial

 data jurisdiction. It creates a reciprocal data access 

mechanism that allows both the US and foreign gov

ernments to access each other's data. In practice, ho

wever, there is a notable imbalance: while foreign co

untries face severe restrictions when attempting to o

btain data stored in the US, the US can easily obtai

n data stored overseas under the Act (Chai & Wang,

 2024). This design strengthens US jurisdiction over 

global data ǟows and establishes a data governance 

system that supports its strategic interests. Not only 

does it increase other countries' concerns about limit

ing data sovereignty, but it also provides legal groun

ds for the US to implement global information ǟow 

control through its domestic technology companies, t

hereby presenting greater challenges to other countri

es in terms of data security and sovereignty protecti

on. The liberalization of cross-border data access has,

 to a certain extent, weakened the ability of other c

ountries to exercise autonomous control over their o

wn data, especially in the area of information securi

ty, where any leakage of information or misuse of d

ata may pose a major risk to national security. 

Second, the strategic signiǜcance of data resources. 

In today's digital era, data is increasingly being rega

rded as a strategic resource of equal importance to l

and, energy, and capital. As a new type of productio

n factor, particularly in the context of the rapid dev

elopment of the digital economy, data has become o

ne of the most valuable resources, widely applied in 

various economic and social activities (Gu, 2024). Co

untries that control data sovereignty can ensure that 

their domestic data resources are effectively develope

d and utilized within the national environment, prov

iding support for the country's economic developmen

t. For example, in recent years, China has actively p

romoted the market-oriented allocation reform of dat

a elements and implemented a series measures, inclu

ding improving the data infrastructure system, promo
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ting data circulation and transactions, accelerating th

e construction of data infrastructure, tackling core te

chnologies in the data ǜeld, and strengthening data 

security governance. Through these initiatives, China 

aims to efǜciently utilize data resources to drive stea

dy development of the digital economy, optimize ind

ustrial structure, promote innovation-driven economic 

growth, and enhance the competitiveness of domesti

c enterprises in the global market. 

Third, preventing technological hegemony and digita

l colonization. As the swift advancement of technolo

gy, certain technologically advanced nations and mul

tinational corporations have leveraged their strengths 

in technology and data processing to gradually exert 

control over global data ǟows, a phenomenon know

n as "digital hegemony." By dominating global data 

infrastructure and network platforms, these tech pow

ers harness data to secure market leadership, technol

ogical superiority, and economic competitiveness, ther

eby inǟuencing the structure and developmental traje

ctory of global industrial chains. 

 

2.2. Impact of data sovereignty on national sec

urity 

With digital transformation accelerates, the concepts

 of "sovereignty," "territory," and "security" are being

 redeǜned within the realm of data processing and 

management (Yun, 2024). Data sovereignty empowers

 a nation to maintain control over its domestic data,

 preventing external entities from abusing, stealing, o

r interfering with this information, which in turn saf

eguards national independence and security. Effective 

management of data sovereignty not only fosters the 

growth of the domestic digital economy but also pro

tects individual privacy, combats technological hegem

ony, and ensures that the nation holds a competitive

 edge on the global stage. This can be understood f

rom several perspectives: 

First, cybersecurity and critical infrastructure securit

y. Digital technologies and data systems are becomin

g increasingly important for the management and op

eration of critical national infrastructures (such as po

wer grids, transport and health systems). Infrastructu

re is essential for maintaining national operations an

d social stability. However, cyberattacks, data breache

s, or technical failures can signiǜcantly threaten criti

cal infrastructure, jeopardizing national security and 

social order. Therefore, ensuring the data security of 

critical infrastructure—especially by preventing foreig

n enterprises from controlling core data—is vital for 

protecting national security. 

Second, political security and social stability. In tod

ay's world, data serves as both a vital economic res

ource and a fundamental component of political secu

rity and social stability. Its inǟuence is more signiǜc

ant than any other factor in the global economy (G

u, 2024). The advancement of digital technology allo

ws for the widespread use of data, which can be le

veraged for purposes such as manipulating public op

inion, interfering with elections, and mobilizing socia

l movements. This presents a potential threat to nati

onal political security. 

Huawei's 5G technology in China is a prime examp

le. In response to national security apprehensions, th

e United States, Australia, New Zealand, Japan, and t

he Czech Republic have imposed restrictions on the 

use of Huawei's 5G technology, while several Europe

an countries are also deliberating similar actions. Th

e primary worry for these nations lies in the potenti

al ties between Chinese telecommunications ǜrms an

d their national intelligence agencies. This concern is

 exacerbated by China's legal and political framewor

k, which requires companies to assist in government 

intelligence operations (Kaska, Beckvard & Minárik, 2

019; Friis & Lysne, 2021). Additionally, foreign actors 

might leverage big data and surveillance technologies

 to manipulate information and inǟuence public opi
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nion among speciǜc social groups, further impacting 

social discourse and political landscapes. Thus, maint

aining data sovereignty has become part of the glob

al political competition, involving a deep struggle for

 power, interests and security between nations. 

Third, economic security and industrial competitiven

ess. Countries that depend on foreign data storage a

nd computing services may face signiǜcant disadvant

ages in the digital economy. Some technologically ad

vanced nations and multinational corporations domin

ate this space by controlling global data ǟows. For e

xample, many American technology companies posses

s vast quantities of data related not only to consum

er behavior and market trends but also to competiti

ve intelligence across various industries. When count

ries rely on these services, their domestic companies 

may struggle with innovation, product development, 

and market decision-making, as they lack access to 

and control over the same volume of data. This imb

alance can ultimately lead to a decline in the digital

 competitiveness of these countries. 

In addition, data breaches and improper circulation 

pose signiǜcant risks for countries that rely on exter

nal data storage and computing services. If critical t

echnologies, industrial development plans, or other n

ational economic secrets are leaked or misused, it co

uld severely damage the country’s long-term competi

tiveness. By stealing sensitive data and implementing

 technological blockades or manipulations, external f

orces could weaken a nation’s capacity for independe

nt innovation and economic sovereignty. The guarant

ee of data sovereignty and the security of domestic 

data is therefore not only a crucial measure for the 

protection of national economic interests, but also a 

key factor for the maintenance of a country's compe

titiveness in the digital economy. 

 

3.The Governance Dilemma of Data Soverei

gnty 

The cross-border ǟow of data involves the develop

ment of the global digital economy. However, the gr

owing risks to data security have prompted countries

 to tighten regulations and implement restrictive poli

cies, which to some extent have exacerbated conǟicts

 over data governance rules between sovereign states,

 further triggering international competition (Jia & Z

hao, 2024). Countries have to make trade-offs betwe

en promoting the free ǟow of data and strengthenin

g security protection. Finding a balance between glo

balization and data security, and establishing effectiv

e cross-national data governance mechanisms, has be

come a major governance dilemma worldwide. Differ

ences in national policies and inconsistencies in laws

 and regulations exacerbate this challenge. This is m

ainly reǟected in the following aspects: 

First, the conǟict between technological and politica

l logic, particularly reǟected in the decentralized nat

ure of blockchain technology (Zheng, Xie, Dai, Chen, 

&Wang, 2017). Blockchain technology achieves data s

torage and transactions through decentralization, freei

ng data from the control of traditional central autho

rities. These characteristics challenge the boundaries 

of national sovereignty, particularly in terms of data 

governance and control. Although data sovereignty is 

gaining increasing attention worldwide, decentralized 

technologies such as blockchain have made data ind

ependent of any national central system or enterpris

e, potentially weakening state control over data ǟow

s. Moreover, the decentralized nature of blockchain t

echnology results in data being stored in a distribut

ed manner, making uniǜed regulation and oversight 

difǜcult, which disrupts traditional theories of nation

al sovereignty. The conǟict between technology and 

politics means that, in the context of globalization a

nd technological advancements, countries face unprec

edented governance dilemmas. 
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Second, the balance between data protection and te

chnological innovation. In the digital society, data pr

ivacy has become a critical issue for ensuring person

al information security and data sovereignty (Ali, 20

24). However, overly stringent data regulations and 

protection measures can negatively impact technologi

cal innovation and cross-border cooperation. While it

 is essential to safeguard data security and privacy a

nd prevent data misuse, excessively strict data regula

tions may impede data ǟow and stiǟe research, deve

lopment, and the market competitiveness of innovati

ve enterprises. Many emerging technologies, such as 

artiǜcial intelligence and big data analytics, depend 

on access to large volumes of data, and strict data 

protection could hinder their innovation and practica

l applications. Furthermore, international cooperation 

is increasingly important in the global digital econo

my. Countries must promote data security without r

esorting to isolationist policies. Strict domestic data 

protection regulations could hinder collaboration bet

ween multinational enterprises and global data shari

ng, ultimately affecting international trade, technologi

cal cooperation, and the establishment of global valu

e chains. 

Third, the dilemma of international coordination in 

data governance. Despite the rising cross-border ǟow 

of data and the ongoing process of globalization, the

re are still no uniǜed global rules for data governan

ce. The signiǜcant differences in data protection and 

privacy standards across various countries create nu

merous challenges for cooperation between multinati

onal enterprises and governments regarding data (Do

ng, Chen, & Wu, 2025). 

On one hand, the differences in legal frameworks f

or data protection in different countries require busi

nesses to comply with multiple and complex require

ments when operating across borders. For instance, t

he European Union's General Data Protection Regulat

ion (GDPR) sets high standards for data protection, 

while regulations in other countries may be less stri

ngent regarding privacy and data control. As a resul

t, multinational companies must ǜnd a balance betw

een various legal systems. This not only raises opera

tional costs and legal risks but also creates institutio

nal barriers to cross-border data ǟow, increasing the 

costs associated with transactions and data movemen

t (Yue & Xu, 2024). On the other hand, differences 

in priorities, policy orientations, and economic intere

sts regarding data governance among countries have 

made international coordination increasingly challengi

ng. Conceptual differences also complicate cooperatio

n in this area. This is particularly evident in sensitiv

e data and national security, where varying national 

requirements for data access and usage further hinde

r cross-border collaboration. Therefore, there is an ur

gent need to establish globally uniǜed data governan

ce rules to ensure that countries can protect data se

curity while also promoting cooperation and develop

ment in the global digital economy. 

Fourth, technological dependence and digital hegem

ony. The dependence of some countries on foreign s

uppliers in key technology areas, especially in chip 

manufacturing, cloud computing platforms and opera

ting systems, has left their data sovereignty subject t

o the control of other countries. When essential tech

nologies are controlled by external entities, a countr

y’s digital infrastructure and data storage may beco

me susceptible to outside interference. More technolo

gically advanced nations, leveraging their technologic

al and data capabilities, can exert "digital hegemony,

" applying political and economic pressure on less p

owerful countries. This situation not only diminishes 

the digital sovereignty of weaker nations but also he

ightens the disparities in competition within the glo

bal digital economy. 

 

4. Pathways to Safeguard Data Sovereignty 
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4.1. Strengthen legal and policy protections fo

r data sovereignty 

Data protection laws are the foundation of data so

vereignty. Many countries have begun to strengthen 

the formulation of data protection regulations. A not

able example is the European Union's General Data 

Protection Regulation (GDPR), which was implemente

d in 2018 and established a framework centered on 

protecting individual data rights. This regulatory syst

em strengthens mechanisms for personal information 

protection and creates a robust model for managing 

cross-border data ǟows (Chai & Wang, 2024). The G

DPR not only enhances personal data safeguards but 

also delineates clear requirements for the transfer of 

data across borders. Countries can draw from interna

tional best practices like the GDPR and, taking into 

account their unique national contexts, develop laws 

and regulations that better serve their national inter

ests. 

When creating data protection laws, countries shoul

d focus on several issues. First, they need to clearly 

deǜne the concept of data sovereignty and determine

 which types of data fall under national jurisdiction. 

Second, it is essential to establish basic requirements

 for data collection, storage, processing, and transmis

sion, ensuring that data ǟows comply with security, 

privacy, and regulatory standards. Third, countries sh

ould strengthen control over cross-border data transf

ers, especially regarding sensitive data, to prevent da

ta leakage, misuse, and outside interference. Addition

ally, governments should enhance their oversight of 

multinational corporations and foreign-funded compa

nies. For instance, multinationals operating within a 

country should be required to adhere to local data p

rotection laws and should not store data on foreign 

servers. Enforcing data localization through legal mea

sures will help not only to prevent data breaches bu

t also to stop foreign companies from using data to 

gain an unfair competitive advantage in local market

s. 

 

4.2. Enhancing technological autonomy and str

engthening data governance capabilities 

To mitigate excessive reliance on external technologi

es, countries should prioritize increasing their invest

ment in domestic research and development, particul

arly in critical technological areas. In addition, bolste

ring the construction of network security infrastructu

re is important for safeguarding data sovereignty. Go

vernments ought to invest in the advancement of so

phisticated cybersecurity technologies and protective 

systems to enhance their ability to respond effectivel

y to external attacks, data breaches, and various oth

er risks. Moreover, it is crucial to strengthen the trai

ning of cybersecurity professionals due to the rising 

demand for talent in this sector. Related training ini

tiatives and reserve systems should be enhanced to 

ensure that the nation has sufǜcient technical suppo

rt in the realm of data security. 

 

4.3 International cooperation and management 

of cross-border data ϱows 

The safeguarding of data sovereignty is not solely a

 national responsibility; it also necessitates vital coop

eration from the international community. To effectiv

ely address the challenges posed by cross-border dat

a ǟows, it is essential to enhance the framework for

 data governance on a global scale. For instance, the

 United Nations could play a pivotal role in promoti

ng the development of uniǜed international data pro

tection standards, ensuring that all countries adhere 

to consistent regulations during data transfers. Additi

onally, governments should pursue bilateral or multil

ateral data protection agreements that reǟect their n
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ational interests and the current international landsc

ape. Regional data protection agreements also serve 

as a signiǜcant avenue for advancing international d

ata governance. Through international negotiations, c

ountries can resolve disputes related to data trade, t

hereby mitigating the impact of disruptions on globa

l economic cooperation. It is crucial for the internati

onal community to foster a consensus on data trade 

rules and promote the establishment of a fair and tr

ansparent environment for data exchange. 

 

5. Conclusion 

In the digital age, data has become an essential res

ource for global governance and national security. D

ata sovereignty not only signiǜes national sovereignty

 but also serves as a fundamental pillar of national 

security in the context of the digital economy. The i

ntertwining of globalization and digitalization has le

d to data ǟows that transcend national borders, brin

ging unprecedented opportunities and challenges. The

 effective maintenance of data sovereignty has emerg

ed as a critical concern for governments seeking to 

enhance their countries' competitiveness in the globa

l digital economy. 

Data sovereignty is closely related to national securi

ty. Due to the development of information technolog

y, data has become an essential resource for nationa

l governance, economic development, and social stabi

lity. Whether it is personal data, corporate data, or 

data related to critical national infrastructure, its sec

urity and independence directly affect national securi

ty. Risks such as data breach, misuse, and external c

ontrol can lead to security vulnerabilities in various 

areas, including politics, economics, and culture. 

At the same time, protecting data sovereignty faces 

many challenges. The ongoing conǟict between techn

ological logic and political logic, along with the bala

nce between data protection and technological innov

ation, the management of cross-border data ǟows, a

nd the absence of global data governance are issues 

that countries must tackle when implementing data 

sovereignty. The decentralized nature of technology, c

ombined with the complexities of cross-border data f

lows, makes it challenging for countries to maintain 

complete control over their data movement. When a

dvocating for data localization and implementing stri

ngent data protection regulations, countries must bal

ance the need for data security with the risk of hin

dering technological innovation and international coll

aboration. Moreover, the varying standards and polici

es related to data ǟow across nations further compli

cate data governance. 

Overall, data sovereignty is intricately connected to 

national economic security, social governance, and po

litical stability. To address both domestic and interna

tional pressures, countries must implement comprehe

nsive measures. This entails striking a balance betwe

en the demands of technological innovation and the 

necessity for data protection, reinforcing digital techn

ology autonomy, fostering international cooperation, 

and securing a competitive edge in the global digital

 arena. Only through a multi-faceted strategy can da

ta sovereignty be effectively upheld, national security 

be preserved, and a robust system and technological 

foundation be established for the sustainable advance

ment of the global digital economy. 
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